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Client Secret Rotation Policy

The client secrets that the application uses to authenticate is a security best practice. But like any
other applications, this also needs to be updated in regular intervals of time to avoid a security
breach. The current client secrets were generated in 2021 when OIC application went live.

As per the new client secret rotation policy, the client secrets would be valid for 180 calendar days.
This applies to the current client secret which would be valid for 180 calendar days from November
15 2022 (PROD release).

Starting from 30 calendar days before the expiration of the client secret, organisation admins should
receive reminder notifications at regular intervals via email. The interval durations are 30, 20, 10, 5,
and 3 calendar days. On the day of the client secret expiration the organisation admins will get a last
reminder email notification. During these 30 days, both the existing and new client secrets would be
valid.

Client ID, the current and new secrets will be available in the API tab for org admins.
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Below you can see the AP| details to access the Official Injury Claim
sarvice. You can share this details with the relevant members of your
organisation to procead to set-up your APl connections.

Note this details will enable access to the claims being handled by your
arganisation. Therefore, please perform the necessary due diligence
before disclosing tham.

Endpoint
http://mib-whiplash-e-claims-dev.uk-el.cloudhub.ic/api

Client ID
Doa3z2bmnknMSvUdADI7

Currant Secret Creatad date Expiration Date
_X4zNWAyUnOE7uMIZNzHH2f3Li89g 19/02/2022 1s/08/2022
StTpC4Utnw0

New Secret Created date Expiration Date
Q2PELLILEEQHIGtYgWIVKIENGd- 19/07/2022 15/01/2023

NFDKzad9ptecNo




