
 

 

 

Client Secret Rotation Policy 

 
The client secrets that the application uses to authenticate is a security best practice. But like any 

other applications, this also needs to be updated in regular intervals of time to avoid a security 

breach. The current client secrets were generated in 2021 when OIC application went live. 

As per the new client secret rotation policy, the client secrets would be valid for 180 calendar days. 

This applies to the current client secret which would be valid for 180 calendar days from November 

15th 2022 (PROD release). 

Starting from 30 calendar days before the expiration of the client secret, organisation admins should 

receive reminder notifications at regular intervals via email. The interval durations are 30, 20, 10, 5, 

and 3 calendar days. On the day of the client secret expiration the organisation admins will get a last 

reminder email notification. During these 30 days, both the existing and new client secrets would be 

valid. 

Client ID, the current and new secrets will be available in the API tab for org admins. 

 

 


